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Learning Objectives

• Identify the advantages and risks of using social media professionally

• List the social media Dos

• Summarize common themes of various social medial policies

• Describe social media Don’ts and their consequences



1. Anything that is in the world when 

you’re born is normal and ordinary 

and is just a natural part of the way 

the world works

2. Anything that's invented between 

when you’re fifteen and thirty-five 

is new and exciting and 

revolutionary and you can 

probably get a career in it

3. Anything invented after you're 

thirty-five is against the natural 

order of things

Douglas Adams, The Salmon of Doubt

I’ve come up with 

a set of rules that 

describe our 

reactions to 

technologies



Advantages of Using Social Media Professionally

NetworkingMarketing Professional 

Development

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Bernhardt JM et al. Health Promot Pract 2014;15:168-172



Risks of Using Social Media Professionally

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Bernhardt JM et al. Health Promot Pract 2014;15:168-172

Professional Reputation

Patient Privacy and Confidentiality Public and Permanent

Personal/Professional Overlap



Social Media Dos

• Consider your audience

• Always maintain trust and confidentiality

• Use a respectful tone when discussing patients

• Identify yourself on professional sites

• Specify whether or not you are representing an employer

• Be aware of state and institutional social media policies

Any material written by authors who represent 
themselves as doctors is likely to be taken on trust and 
may reasonably be taken to represent the views of 
the profession more widely

- GMC Doctors’ Use of Social Media

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Chretien KC et al. JAMA 2011;305:566-567 



Social Media Policies

UNC Health NC Medical Board
Federation of State 

Medical Boards



Social Media Policies

• Patient privacy and confidentiality

• including information that does not directly identify a patient

• Professionalism/boundaries/compliance with ethical codes of conduct

• Unacceptable use of inappropriate language

• profane, disparaging, discriminatory, cyberbullying

• Do not provide medical advice to specific patients

• Disclaimer for personal opinions

• eg, “The comments and viewpoints expressed in this [blog; website] reflect my 
own opinions and perspectives and are not in any way sponsored, endorsed, 
or authorized by UNC Health”

• Reporting violations and consequences of misuse



AMA Code of Medical Ethics

• Follow ethical guidance for patient privacy, confidentiality, and informed 
consent

• Monitor one’s own Internet presence (self-audit)

• Maintain appropriate boundaries of the patient-physician relationship

• Consider separating personal and professional online content

• Bring inappropriate content to the attention of colleagues and/or report 
to appropriate authorities

• Recognize that online actions/content may negatively affect reputations
and have consequences for medical careers (particularly students and 
trainees) and can undermine public trust in the medical profession

AMA Opinion 2.3.2. Professionalism in the use of social media. https://code-medical-ethics.ama-assn.org/



But I Don’t Use Social Media Professionally…!

• Publicly available information about you on social media includes more 
than just what you post

• Physicians are held to a higher standard online

• Employers/schools may search social media during recruitment

• Perform self-audits and view profile as others will see it

Mostaghimi A, Crotty BH. Ann Intern Med 2011;154:560-562



Self Audit



Separating Personal/Professional Content

“Twitter Triple Threat”



Separating Personal/Professional Content

Personal Professional

Private 

account

Public 

account



Privacy Settings



Social Media Don’ts

• Never post Protected Health Information

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Moses RE et al. Am J Gastroenterol 2014;109:1128-1132; Greysen SR et al. Ann Intern Med 2013;158:124-130;

Chretien KC et al. JAMA 2011;305:566-567; Lagu T et al. J Gen Intern Med 2008;23:1642-1646



Deidentifying Patient Images



Patient Privacy

…Westerly Hospital terminated 

Thran’s clinical privileges

…without using patient names or 

intending to reveal patient 

information



talking about a patient

the patient’s father



Social Media Don’ts

• Never post Protected Health Information

• Don’t complain about patients online

• Don’t complain/rant about work/colleagues/employer

• Don’t use profanity, discriminatory language, sexually 
suggestive material

• Don’t provide medical advice in response to patient 
questions

• Don’t make false or misleading claims

• Avoid depictions of inappropriate material 
(eg, inebriation)

• Avoid interacting with patients online

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Moses RE et al. Am J Gastroenterol 2014;109:1128-1132; Greysen SR et al. Ann Intern Med 2013;158:124-130;

Chretien KC et al. JAMA 2011;305:566-567; Lagu T et al. J Gen Intern Med 2008;23:1642-1646



Consequences

• HIPAA violations

• Federal sanctions

• Patient-initiated lawsuits

• Loss of job

• Loss of license

• Termination from residency

• Defamation cases

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Chretien KC et al. JAMA 2011;305:566-567; Greysen SR et al. Ann Intern Med 2013;158:124-130





CME/MOC QUESTION

Which of the following is an appropriate professional use of 
social media?

A. Accepting a Facebook friend request from a patient

B. Discussing a specific patient on Twitter without using PHI

C. Posing a question on Twitter about the management of autoimmune 
hepatitis

D. Venting about your colleague on LinkedIn



CME/MOC ANSWER

Which of the following is an appropriate professional use of 
social media?

A. Accepting a Facebook friend request from a patient

B. Discussing a specific patient on Twitter without using PHI

C. Posing a question on Twitter about the management of autoimmune 
hepatitis

D. Venting about your colleague on LinkedIn



Thank you!

oren.fix@unc.edu

@orenkfix

orenfix
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