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Learning Objectives

- |dentify the advantages and risks of using social media professionally
. List the social media Dos
- Summarize common themes of various social medial policies

- Describe social media Don'ts and their consequences



1. Anything that is in the world when
you're born is hormal and ordinary

I’'ve come up with and is just a natural part of the way

the world works
a set of rules that | |
2. Anything thaft's invented between

deSCI’ibe our when you're fifteen and thirty-five
IS new and exciting and
I'eCIC'ﬁons 'I'Q revolutionary and you can

probably get a career in it

technologies :

. Anything invented after you're
thirty-five is against the natural
order of things

Douglas Adams, The Salmon of Doubt



Advantages of Using Social Media Professionally

Hersh Shroff .
@HershShroff
Question for #livertwitter: is there a good rationale for splitting up
ursodiol into 2-3 doses throughout the day (vs. once daily dosing)?

Doesn’t exactly make sense to me from a PK perspective (long half-life).
Does it have to do with side effects?

?AAS I_D @LiverFellow @LiverQs

AN R ORI BN OE 5:52 PM - Feb 14, 2023 - 9,173 Views

THE STUDY OF LIVER DISEASES

UNC Liver Center «  LiverFellow Network
62 Tweets 762 Tweets

« AAsSLD@

25K Tweets

5 Retweets 26 Likes

B8 & Following B8 & Following
" | e - B & Following 0 Tony Breu
ol ¥
i . @tony _breu
Liver Fellow Network AASLD &
i @LiverFellow Follows you @AASLDtweets Followsyou
UNC Liver Center s didiandh icrencinties el " 1/15
@UNCLiverCenter Follows you Collaborative online learning for trainees interested in hepatology | Founded by :::'r-n?t'tse ; ti srae\:zst?;gaa%act:ﬁ?n‘; |i:$2:;3:sin ealth care professionals = Why do antibiotics reduce the risk of rebleeding after acute variceal
@hershshroff @LizzieAbyMD @paritapatelmd @adam_c winters @alexsvogel | @AASLDFoundation @AASLDPresident ) hemorrhage?
UNC School of Medicine, UNC Liver Center #MedEd
) Jolned October 2021 ittt B J6inad ko 3650 £3 Non-Governmental & Nonprofit Organization @® @ Alexandria, VA I understand why antibiotics reduce infections, but the mechanism by
oined Cctober S TAFRTONOME] I EoineciApr @ aasld.org B Joined August 2009 which they reduce rebleeding is not immediately apparent.
382 Following 378 Followers 239 Following 7,629 Followers 4,362 Following  28.4K Followers

Let's have a look.

2:37 PM - Nov 19, 2022

Marketing Networking Professional
Development

637 Retweets 38 Quote Tweets 2,415 Likes

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Bernhardt JM et al. Health Promot Pract 2014;15:168-172



Risks of Using Social Media Professionally

oJe
- ae

Professional Reputation Personal/Professional Overlap
Patient Privacy and Confidentiality Public and Permanent

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Bernhardt JM et al. Health Promot Pract 2014;15:168-172



Social Media Dos

Consider your audience

Always maintain trust and confidentiality

Use a respectful tone when discussing patients

ldentify yourself on professional sites

Any material written by authors who represent
themselves as doctors is likely to be taken on trust and
may reasonably be taken to represent the views of
the profession more widely

- GMC Doctors’ Use of Social Media

Specify whether or not you are representing an employer

Be aware of state and institutional social media policies

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Chretien KC et al. JAMA 2011;305:566-567



Social Media Policies

Origination  11/2021 Owner  Solow,
Josephine: Sr

* Last Approved  12/2022 HRT’ohcy
h Effective 12/2022 Analyst

Policy Area  Human

Last Revised  12/2022 Resources

Next Review 11/2024 Applicability UNCHCS -
CALCHAJOHM
C.PN.REX.ROC

Social Media

APPLICABILITY:
This palicy applies to the following entities (collectively referred to as "UNC Health" in this policy):
+ | UNC Health Care System / UNC Medical Center* +  Johnston Health
¥ UNC Physicians Network Lenoir Memorial Hospital
¥ | UNC Physicians Network Group Practices / UNC Physicians Group Practices || Margaret R. Pardee Memorial Hospital
¥ Rex Healthcare / Rex Hospital Nash Healthcare System/Nash Hospitals
¥ | Chatham Hospital Wayne Memorial Hospital
+  Caldwell Memarial Hospital

+  UNC Rockingham Health Care / UNC Rockingham Hospital

*UNC Medical Center includes all UNC Hospitals' facilities and the clinical patient care programs of the School of Medicine of UNC-
Chapel Hill (including UNC Faculty Physicians).

I.Description =

To address the use of social media by teammates, health care providers, residents, students, volunteers and contractors of UNC Health
(collectively, "UNC Health workforce") that identifies or relates to UNC Health.

Where any entity or deparimental palicies are in conflict with the system palicy, then the system policy will prevail.

UNC Health

Position Statements

QG Backto List

3.1.1: Professional Use of Social Media

] Adopted: Mar2013 | Amended: Mar 2021
B PrintFriendly Version | <4 Share thisitem

The Board recognizes that social media has increasing relevance to
professionals and supports its responsible use. However, licensed
health care professionals are held to a higher standard than others with
respect to social media because health care professionals, unlike
members of the lay public, are bound by ethical and professional
obligations that extend beyond the exam room.

The informality of social media sites may obscure the serious
implications and long term consequences of certain types of postings.
The Board encourages licensees to consider the implications of their
online activities including, but not limited to, the following:

* Licensees must understand that the code of conduct that governs their
face to face encounters with patients also extends to online activity. As
such, licensees interacting with patients online must maintain appropriate
boundaries in accordance with professional ethical guidelines, just as they
would in any other context.

Licensees have an absolute obligation to maintain patient privacy and
must refrain from posting identifiable patient information online
regardless of the practice location or circumstance, i.e. volunteer services
or services provided abroad.

fsmb

FEDERATION OF
STATE MEDICAL BOARDS

Social Media and Electronic Communications
Report and Recommendations of the FSMB Ethics and Professionalism Committee

Adopted as policy by the Federation of State Medical Boards Aprit 2019

Introduction and Charge:

In April 2018, Federation of State Medical Boards (FSMB) Chair, Patricia King, MD, PhD,
tasked the FSMB’s Ethics and Professionalism Committee (the Committee) with providing
updated guidance on use of social media and electronic communications in medical practice and
by state medical boards. Specifically, the Committee was charged with:

1.

Evaluating current and emerging social media and electronic platforms

for communication between practitioners and practitioners with patients, as well as
communication in educational settings (students and residents), including blogs, twitter,
websites, email, EHR patient portals, and others,

Reviewing current state medical board actions and concerns regarding social media,
electronic communication, and professional conduct, and

Reviewing the FSMB 2012 policy, “Model Guidelines for the Appropriate Use of Social
Media and Social Networking,” and revise, amend or replace with updated
recommendations for best practice in the professional use of electronic and social media
communication.

NC Medical Board

Federation of State
Medical Boards




Social Media Policies

- Patient privacy and confidentiality
- including information that does not directly identify a patient

- Professionalism/boundaries/compliance with ethical codes of conduct

- Unacceptable use of inappropriate language
- profane, disparaging, discriminatory, cyberbullying

- Do not provide medical advice to specific patients

- Disclaimer for personal opinions

- eg, "The comments and viewpoints expressed in this [blog; website] reflect my
own opinions and perspectives and are not in any way sponsored, endorsed,
or authorized by UNC Health”

- Reporting violations and consequences of misuse



AMA Code of Medical Ethics

- Follow ethical guidance for patient privacy, confidentiality, and informed
consent

- Monitor one’s own Internet presence (self-audit)
- Maintain appropriate boundaries of the patient-physician relationship
- Consider separating personal and professional online content

- Bring inappropriate content to the attention of colleagues and/or report
to appropriate authorities

- Recognize that online actions/content may negatively affect reputations
and have consequences for medical careers (particularly students and
trainees) and can undermine public trust in the medical profession

AMA Opinion 2.3.2. Professionalism in the use of social media. https://code-medical-ethics.ama-assn.org/



But | Don't Use Social Media Professionally...!

Publicly available information about you on social media includes more
than just what you post

Physicians are held to a higher standard online

Employers/schools may search social media during recruitment

Perform self-audits and view profile as others will see it

o e-gosurf
/'@go sorf/
verb INFORMAL
gerund or present participle: egosurfing

search the internet for instances of one's own name or links to one's own website.
"l decided to take a break and do a little egosurfing"

Mostaghimi A, Crotty BH. Ann Intern Med 2011;154:560-562



Self Audif

Google

oren fix X

®

=

O Al [ Images B News [ Videos (@ Shopping i More

About 4,450,000 results (0.75 seconds)

% The University of North Carolina at Chapel Hill
https:/Awww.med.unc.edu » directory » oren-fix-md-msc

Oren Fix, MD, MSc | UNC Hospitals Clinical Informatics ...

Dr. Fix is the Medical Director of Liver Transplantation at UNC. Prior to joining UNC, he was the
IMedical Director of the Liver Transplant Program at

https:/www.med.unc.edu » medicine ; people : oren-...

QOren K. Fix, MD, MSc - UNC School of Medicine
| believe ina pat\em-cemered approach and sfrive to involve my patiems in their health care
decisions. | am passionate about medical education and try to

W UNC Health Care
https:/findadoc.unchealthcare.org » chapel-hill ; oren... 3

Oren K. Fix, MD, MSc - Find a Doctor — UNC Health

Oren K. Fix, MD, MSc is affiliated with UNC Health Care and specializes in Gastroenierology and
Hepatology in Chapel Hill, NC

b orenfixmd.com
https://orenfixmd.com  §

Qren Fix, MD
I am the Medical Director of Liver Transplantation and a Lead Informatics Physician at UNC. @
2023 Oren Fix. All rights reserved

AASLD
hitps:/fwwnw_aasld.org : member-spotlight » oren-k-fix.

Oren K. Fix, MD, MSC - AASLD

As Chair of AASLD's Training and Workforce Committee, Dr. Fix led AASLD's pilot program for
training hepatologists, which has long required three years of Gl ..

(=4

in] Linkedin
https:/wvw linkedin.com : orenfix  §

Tools




Separating

Personal/Professional Content

Ashley Winter MD || Urologist @AshleyGWinter - Dec 14, 2022

It's very important for urologists to amplify this message. PSA remains a
flawed test but what we DO with that test has changed radically in recent
years. MRIs, perineal biospy, active surveillance. Do our colleagues know?

wn NEJM & @NEJM - Dec 14, 2022

Prostate cancer screening results in a high rate of overdiagnosis.
Limiting biopsies to lesions deemed suspicious on magnetic
resonance imaging might reduce overdiagnosis. New research
findings are summarized in a short video. nej.md/3imSyRm

1:59 8.8Kviews

Q s . n Q 56 ihi &

Ashley Winter MD || Urologist @AshleyGWinter - Jan 13
| have questions. And I'm a urologist.

Do This Immediately if You
Have Enlarged Prostate...

Healthy Guru

Q 158 T 116 QO 2,786 il 322.9K &

Ashley Winter MD || Urologist @AshleyGWinter - Jan 13
This was not on our board exams.

o

Q 25 n 6 QO 663 ihl 361K 2

Ashley Winter MD || Urologist @AshleyGWinter - 14h
Happy Valentines day!! ¢° @@

Q a7 n 8 Q 1,464 il 41.2K &

Ashley Winter MD || Urologist @AshleyGWinter - Jan 18
My most transferrable skill between being a surgeon and parenting a
newborn is my ability to eat an entire lunch in about 45 seconds.

Q 107 71 118 Q 5154 il 287.3K o

“Twitter Triple Threat”




Separating Personal/Professional Content

Personal Professional

OG Y 6 )

Private Public
account account




Privacy Settings

« Post Audience
Who can see your post?
Your post will show up in Feed, on your profile and in search results.

Your default audience is set to Friends, but you can change the
audience of this specific post

e Public e

Anyone on or off Facebook

' Friends @
o Your friends on Facebook

. Friends except...

- o

Don't show to some friends

Cancel “

Who can see your post?

Your post will be visible on feed, on your profile and in search results

B Your selection will be saved

@ Anyone
Anyone on or off Linkedin °
@ Anyone + Twitter (@orenkfix)
Anyone on or off Linkedin; post to Twitter O

Connections on LinkedIin

Connections only O

X
f_? Everyone v
Choose audience

@ Everyone v
Twitter Circle
0 Pecple Edit

Profile and Tagging

Profile

‘Who can post on your profile? & Friends

Who can see what others post on your profile? & Friends

Hide comments containing certain words from your profile v
Tagging

Who can see posts you're tagged in on your profile? & Friends

‘When you're tagged in a post, who do you want to add to the audience of

X . &% Friend
the post if they can't already see it? Ll
Reviewing
Review posts you're tagged in before the post appears on your profile O
Review tags people add to your posts before the tags appear on Facebook? »
o s::tk what your DI‘ONE looks like to others. Use View As to see what the Public can View as

« Photo tagging

Photo tagging

Allow people to tag you in their photos and receive notifications when they do so.

Anyone can tag you

Only people you follow can tag you

o
O




Social Media Don'1s

- Never post Protected Health Information

COMPLIANT

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Moses RE et al. Am J Gastroenterol 2014;109:1128-1132; Greysen SR et al. Ann Intern Med 2013;158:124-130;
Chretien KC et al. JAMA 2011;305:566-567; Lagu T et al. J Gen Intern Med 2008;23:1642-1646



Deidentitying Patient Images

unc avanto sr
SIEMENS, Avanto
Thickness 7.0 mm
HASTE CORONALL 256 x 205
Feb 09, 2023 2:06:2M
TE 92ms - TREES
Flip Angle 1705
Series 2 - Imagezy
Slice Pos.: -1006#7i11

20/cm




Patient Privacy

HOME / NEWS / LOCAL / R.I. AP Associoted Press
Rl doctor reprimanded over Facebook post

April 18, 2011

4 E-mail | IE[JPnnt | Text size =

PROVIDENCE, R.I.—A physician practicing in Rhode Island hospitals has been
reprimanded by state regulators after she inadvertently identified a patient
through a Facebook post.

m 3 people like this. Sign Rhode Island's medlcal llcensmg board has also

Up to see what your
ordered Dr|

Tweet administral ... WIthOUT USING patient names or
eduation¢ intending to reveal patient
Theboards information

physician wrote on Facebook about some o

b/ Yahoo! Buzz ShareThis

\\

e

Hospital, without using patient names or intending to reveal patient information.

But, the board says, one patient's injuries were such that an unidentified third
party was able to identify the person. It says Westerly Hospital terminated
Thran's clinical privileges after the incident

Thran currently works there. ...Westerly Hospital ferminated
Thran's clinical privileges

An attorney representing Thran did not imj
comment. = ‘
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Social Media Don'1s

Never post Protected Health Information
Don’t complain about patients online
Don't complain/rant about work/colleagues/employer

Don't use profanity, discriminatory language, sexually
suggestive material

Don’t provide medical advice in response to patient
questions

Don’'t make false or misleading claims

Doc1971: Hi there, remember me? | took care of you at Frankenstein

Avoid depictions of inappropriate material Memorial a few weeks ago.
. . . SuzieQ: Oh, hi—of course | remember you!
(e g , INe b fle h on ) Doc1971: Well, we don't need to wait for your follow-up appointment
to see each other again. What are you doing this weekend? Want to

meet up for a drink?

Avoid interacting with patients online

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Moses RE et al. Am J Gastroenterol 2014;109:1128-1132; Greysen SR et al. Ann Intern Med 2013;158:124-130;
Chretien KC et al. JAMA 2011;305:566-567; Lagu T et al. J Gen Intern Med 2008;23:1642-1646



Conseqguences

- HIPAA violations
- Federal sanctions
- Patient-initiated lawsuits

Loss of job

Loss of license

Termination from residency

Defamation cases

Bilal M et al. Am J Gastroenterol 2019;114:375-376; Chretien KC et al. JAMA 2011;305:566-567; Greysen SR et al. Ann Intern Med 2013;158:124-130



Friend Requests

} - "
i

David Patient Pam Patient Hersh Shroff

Delete Delete Delete



CME/MOC QUESTION

Which of the following is an appropriate professional use of
social media¢

A. Accepting a Facebook friend request from a patient
B. Discussing a specific patient on Twitter without using PHI

C. Posing a question on Twitter about the management of autoimmune
hepatitis

D. Venting about your colleague on LinkedIn



CME/MOC ANSWER

Which of the following is an appropriate professional use of
social media¢

A. Accepting a Facebook friend request from a patient
B. Discussing a specific patient on Twitter without using PHI

C. Posing a question on Twitter about the management of autoimmune
hepatitis

D. Venting about your colleague on LinkedIn



Thank you!

oren.fix@unc.edu
1 @orenkfix
[ orenfix
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